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Permission-Based Marketing Under
Canada’s New Privacy Laws
PAUL JONES
ranchisors doing business in Canada must generally
develop privacy policies and implementation strategies, particularly with respect to marketing, designed
to comply with Canada’s new privacy laws. The primary
change from previous practice is that franchisors now need
the consent of their system’s customers for all marketing
activities that involve the collection, use, or disclosure of
personal information. In the process, they may well be laying the groundwork for compliance with the privacy laws of
other countries, particularly those in Europe.
In 1995, the European Union adopted what is known as the
E.U. Data Directive,1 which stipulates that the transmission of
personal information outside the E.U. is possible only to
countries where the law affords similar protection to personal
data. The E.U. Data Directive also establishes procedures for
approving countries that had adequate data protection laws or
for approving transfers on a case-by-case basis where data
protection would be ensured by contract. Because of its significant implications for the E.U.’s trading partners, the E.U.
Data Directive has accelerated the adoption of privacy laws
around the world, including those in Canada.
This article begins by describing the basic nature of privacy laws followed by a review of Canada’s current system
of national and provincial privacy laws. Because permission-based marketing requires obtaining the appropriate
consent from the customer, this article next examines the
nature of consent, what constitutes “sensitive information,”
and management of “sensitive” areas and purposes. It concludes by reviewing appropriate forms of consent for various types of data.

F

What Is Privacy?
Privacy is notoriously difficult to define. Although Warren
and Brandeis described it as the right to be let alone in their
seminal 1890 article,2 some have suggested that the concept
goes further and that privacy is the right to control information about a person, even if the information has been
stripped of all identifying data.3 Prosser describes four
basic kinds of privacy rights, including right of publicity,
defamation, intentional infliction of emotional distress, and
newsgathering.4 The rights discussed in this article concern
the privacy of personal information or the protection of
what is known about individuals.
Different jurisdictions5 have developed varying ways of
describing or expressing the basic principles of such protection, but privacy legislation generally shares the following
characteristics:
Individuals must be given notice of the proposed collection, use,
and disclosure to third parties of personal information as well as the
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specific purposes for collecting the information.
In order for the data to be collected, used, or disclosed, appropriate
consent must be obtained with respect to the specified purposes.
The data collected must be protected by appropriate security.
The individual must have access to the data collected and to the
details of its use and disclosure.6

The methods of ensuring compliance also vary widely.
In some jurisdictions, registration is required in order to
maintain databases of personal information and the registrar may take an activist role in ensuring compliance with
the privacy principles.7 In others, the primary responsibility
for ensuring compliance rests with individuals through use
of the courts or an administrative tribunal.8
Privacy legislation is based on a so-called contract
model. The organization wishing to use personal information for a certain purpose makes an offer to an individual to
use it under certain terms for the specified purposes. As
with other consumer contracts, problems have developed
with the nature of the consumer’s understanding of the proposed contract, the meaning of some of the terms, and the
balancing of interests or fairness of the contract or consent.
In traditional contract law, these are often referred to as
problems of “unconscionability” or “good faith.”
To address these concerns, jurisdictions have developed
different ways to restrict privacy contracts. For example, a
number of European countries specify various types of personal information that must be considered sensitive and
either require more explicit consent for collection, use, or
disclose of this type of personal information or prohibit its
collection altogether.
Canadian Privacy Laws
English Canada does not have a tradition of protecting
privacy although Québec has had European-style privacy
protection in place since 1994. In contrast to the protections
developed in civil law countries like France, in the United
Kingdom, the basic common law principle is that there is
neither right to privacy nor an action for invasion of privacy
per se. In Canada, although the courts have never
specifically accepted the English position, they have been
reluctant to found liability on a privacy right alone and have
avoided the problem by relying on the more established categories of torts, such as defamation, breach of confidence,
or intentional infliction of emotional distress.9
In order to strengthen e-commerce in Canada and to provide a legal framework that complies with the E.U. Data
Directive, Canada implemented a general personal information protection law, the federal Personal Information
Protection and Electronic Documents Act (PIPEDA). 10
Canadian companies did not appear to have the same con-
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cerns as their American counterparts about the increased cost
of doing business, possibly because many already adhered to
a voluntary code developed by the direct marketing industry
and others in conjunction with the Canadian Standards
Association (CSA), a voluntary, private sector organization.
Canada has chosen to use ten privacy principles, adopted
directly from the CSA Model Code,11 as the basis for PIPEDA and the code is appended to the legislation as a schedule. These principles are (1) accountability, (2) identifying
purposes, (3) consent, (4) limiting collection, (5) limiting
use, disclosure, and retention, (6) accuracy, (7) safeguards,
(8) openness, (9) individual access, and (10) challenging
compliance. Franchisors and franchisees planning on doing
business in Canada would be well advised to look at
Schedule 1 to PIPEDA, which is available on the website of
the Office of the Privacy Comissioner of Canada
(www.privcom.gc.ca).
Constitutional Authority
One issue is whether Canada’s federal legislature had
authority to enact PIPEDA in the first place. Because the
Constitution Act, 1867, does not mention privacy or
personal information, regulation of this area is arguably
a provincial matter. However, much information is
transferred electronically across provincial or national
boundaries, thereby strengthening the argument in favor of
federal jurisdiction.
Nevertheless, because of Canada’s constitutional division of powers, the federal government was limited in the
scope of the privacy law that it could enact. The provinces
have exclusive jurisdiction over matters of private property
and civil rights while the federal government has a general
power to regulate trade and commerce. More importantly, the
provinces, under section 92(7)12 of Canada’s Constitution
Act, 1867, have exclusive jurisdiction over charitable and
health related organizations. Accordingly, the application of
PIPEDA is limited to organizations and transactions within
the ambit of the federal constitutional powers.13
Constitutional issues also led to another anomaly in the
drafting of PIPEDA, namely, the delay in its application to
matters within a province. The federal trade and commerce
power inherently conflicts with the provincial jurisdiction
over property and civil rights. Initially, the courts narrowed
the federal trade and commerce power,14 but more recently
General Motors v. City National Leasing 15 established
a new five-prong test for determining the appropriate
exercise of the trade and commerce power by the federal
government. Two of the five prongs, as noted below, are
directly relevant to the issues that PIPEDA raises:
(4) the legislation should be of a nature that the provinces jointly or
severally would be constitutionally incapable of enacting;
(5) the failure to include one or more provinces or localities in a
legislative scheme would jeopardize the successful operation of the
scheme in other parts of the country.

Privacy protection in the age of computers and the
Internet requires legislation that deals with interprovincial

and international transfers, which are the exclusive jurisdiction of the Canadian federal government. Thus, condition
four and possibly condition five are satisfied. To ensure
compliance with the fifth condition, the provinces were
given three years to pass their own privacy legislation.
Another distinctive aspect of PIPEDA is that the CSA
Model Code upon which it is based was not drafted with
the precision expected in a statute. The federal government
attached the CSA Model Code, without any changes or
amendments, as a schedule to PIPEDA. The government
then included sections in PIPEDA that dealt with issues
such as the application of the law, and amended the schedule by including sections in PIPEDA that override specific
provisions of the CSA Model Code. The result has been
that PIPEDA is unusually difficult to interpret. The language of the CSA Model Code, as a voluntary industry
standard, is inherently vague. Although PIPEDA clarifies
some provisions, most notably the exceptions for obtaining
consent, other important concepts, such as what is “sensitive” information, are left to the courts to determine. Even
the process for seeking remedies is not clear, making it difficult to assess the risks of noncompliance. To add to the
confusion, lawyers often give differing opinions when
interpreting PIPEDA.
One of the more interesting provisions imposes limitations on the purposes for which an organization may collect, use, or disclose personal information.16 Such purposes
must be ones that “a reasonable person would consider
appropriate in the circumstances.” This restriction has been
frequently cited by the federal Privacy Commissioner in his
findings as placing a limit on the purposes for an organization’s processing of personal information.17
Québec
In civil matters such as privacy, Québec follows the civil
code model as found in France. Article 35 of the Code civil
du Québec18 specifically recognizes the right to privacy:
“Every person has a right to the respect of his reputation and
privacy. No one may invade the privacy of a person without
the consent of the person unless authorized by law.”
In 1993, Québec passed the Loi sur la protection des
renseignements personnels dans le secteur privée19 (Loi du
secteur privée). The law imposes no obligation to obtain a
license to collect personal information. Section 70 does
mandate, however, that every personal information agent
(the person who, on a commercial basis, personally or
through a representative, establishes files on other people)
register with the Commission d’accès à l’information du
Québec. This is primarily a requirement for credit
agencies. The law establishes standards covering the collection and use of personal information, including a defining
the purpose of collection, collecting only necessary
information for the specified purpose, informing the person
of the collection, and obtaining consent for transferring the
information to a third party.
On November 19, 2003, 20 the federal government
declared that the Loi du secteur privée is substantially simi-
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lar to PIPEDA to the extent that it protects personal information. However, franchisors should be aware of some significant differences, especially the following:

Existing Databases: Both laws provide that information collected
before the laws came into force may continue to be used for the
purposes for which it was originally collected.

Article 8 imposes broader notification requirements than PIPEDA’s
Principle 8, requiring that people must be advised of the categories
of persons within the organization who will have access to the
information and where it will be kept.

Employees: Both laws define “employee personal information” and
provide that consent is not required for the collection, use, or disclosure of such information provided that it is used for personnel reasons only and that the employee is notified of the practice in
advance.

Article 20 explicitly limits the access of employees and agents of a
corporation to information that is necessary for them to perform
their jobs.
Article 17 requires that franchisors that want to transfer information
on Québec residents to take all reasonable steps to not to use the
information for purposes other than the one for which it was collected or to disclose it to a third party.

A potential loophole appears in Article 22, which
provides for the transfer to a third party, without consent, of
lists of names, addresses, and phone numbers if the third
party is prohibited by contract from using the list for
purposes other than commercial or philanthropic solicitation; if the people on the list have had a valid opportunity to
opt-out of the transfer; and if the communication does not
infringe on the privacy of the individuals concerned.
Care must be taken in relying upon the exemption if the
source of the list would reveal significant or sensitive
personal information about the people on it. For example, if
the list identifies visitors to a website for AIDS sufferers,
presumably the transfer of such list would not comply with
the third provision of Article 22 on infringement of privacy.
Instead, a requirement in Article 14 that consent for all
information, especially potentially sensitive data as in this
hypotherical situation, be “manifest, free, enlightened, and
given for specific purposes” is more likely to require
explicit agreement rather than implicit consent.
British Columbia and Alberta
To date, British Columbia and Alberta are the only
provinces to have passed laws specifically to take advantage of the exemption provisions of PIPEDA. The two
provinces collaborated on the drafting of their laws, which
are both known as the Personal Information Protection
Act.21 Both laws, which were intended as model statutes for
other provinces, have been in effect since January 1, 2004.
As of the date of writing, the federal government has not
yet issued the necessary order-in-council exempting transactions within these provinces from the application of
PIPEDA although notice of its intent to do so has been
advertised in the Canada Gazette.22
The drafters of the Personal Information Protection Act
attempted to avoid many of PIPEDA’s problems by integrating the principles in the CSA Model Code into one
comprehensive law. The laws also differ from PIPEDA in a
number of other ways, as noted below:
Implicit Consent: The concept is defined in section 8 in both laws.
An individual is deemed to consent if the purpose is obvious to a
reasonable person and the individual gave the information voluntarily for that purpose.

Unincorporated Associations: Both laws provide that unincorporated associations, which include franchise systems, may be considered “organizations” for the purpose for the law. PIPEDA simply
states that an “organization” includes associations, partnerships,
people, and trade unions. In practice, the federal Privacy
Commissioner has regarded separate legal entities as separate organizations.
Investigations: Both laws provide for the collection, use, and disclosure of personal information without consent for a broader range of
investigatory purposes than is allowed under PIPEDA.
Sale of Business Assets: Both laws allow for the disclosure without
consent of the personal information of customers, employees,
offices, directors, and shareholders as part of the transfer of the
assets of the business under certain conditions. These provisions
were likely omitted from PIPEDA in error.

Neither law clarifies the standard for determining when
the provincial law applies and when PIPEDA applies. The
British Columbia law simply states that it does not apply if
PIPEDA applies.23
The differences between these laws and PIPEDA may be
important for franchisors, especially if franchisees develop
their own privacy policies. The initial collection and use of
individual customer information will be subject to the provincial laws only if it is carried out entirely within a province.
However, PIPEDA governs any transfer of the information to
the franchisor, even with the consent of the individual, if the
transfer crosses a provincial or national boundary.
The enforcement of the laws in both provinces will be
markedly different from that under PIPEDA. The federal
Privacy Commissioner has no power to issue binding decisions and to date, has released only anonymous summaries
of his findings. In British Columbia and Alberta, however,
the privacy commissioners have the power to issue binding
orders.24 David Loukidelis, British Columbia’s Information
and Privacy Commissioner, also has publicly stated that he
will publish his decisions in full and not anonymously..25
Nevertheless, these provincial privacy commissioners do
not have the power to award damages. Both laws provide
that once a commissioner’s order against an organization
becomes final, the individual affected by the order has a
cause of action against the organization for damages for
actual harm that he or she has suffered.26 Under PIPEDA,
an individual seeking damages must initiate an action in
Federal Court.
Other Provinces
In provinces other than Québec, British Columbia, and
Alberta, PIPEDA generally came into effect with respect to
the collection, use, or disclosure of personal data on January
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1, 2004. Most commentators believe that PIPEDA does not
apply to employment relations within a province, to charities,
or to some aspects of health care. No other provinces have
announced plans to adopt a privacy law of general application and thus obtain exemption from the application or PIPEDA. Ontario, Alberta, Manitoba, and Saskatchewan have
adopted health-specific privacy laws.

lawyers cannot give them explicit answers about whether a
particular practice complies with the law. This was one of
the reasons cited by Ontario for the drafting of a separate
privacy law in that province.27
Such vagueness is not necessarily such a bad thing.
Although businesses are concerned that some of their practices may fall into a gray area with respect to compliance,
people are less likely to sue if the chances of winning are
Permission-Based Marketing
less certain. While the consumer may complain, the most
Businesses have long had concerns about the effectiveness
appropriate and cost-effective dispute resolution procedure
of their advertising and marketing expenditures. The develfor both parties in these circumstances is negotiation and
opment of the Internet and the widespread use of computers
mediation. This is, in fact, how many Canadian privacy
have allowed marketers and advertisers to refine their methcommissioners resolve disputes.
ods for selecting individual consumers to receive a particuFor marketers, the choice of the appropriate form of conlar message. Businesses now have the flexibility to collect,
sent is critical to balancing privacy compliance with
use, and disclose an individual’s personal information in a
increased distribution and thus implementing permissionwide variety of ways if they obtain the consent or permisbased marketing. If the choice discounts the privacy intersion of the individual.
ests of the target population, customers may well be lost
Section 5(3) of PIPEDA limits the collection, use, and disand, perhaps more importantly, the seller may be the subclosure of personal information to purposes that “a reasonable
ject of regulatory action and adverse publicity.
person would consider appropriate in the circumstances.”
On the other hand, if the choice is too cautious, e.g.,
These constraints should
reliance on opt-in connot be significant for
sent, potential recipients
businesses that are truly
may be lost. Thus, the
trying to develop relationmost significant variables
ships with customers.
Compliance with privacy laws is
to consider when obtainCompliance with privacy
ing consent under privacy
a
basic
and
necessary
step
in
laws is a basic and neceslaws are the sensitivity of
sary step in developing cusdeveloping customer relationships.
the information, the purtomer relationships.
poses for which it will be
The key to permissionused, and the security
based marketing lies in
under which it will be
understanding the variheld. These will be discussed in turn before considering
ables that go into obtaining effective and acceptable forms
how to choose the appropriate form of consent.
of consent from potential customers to form a relationship.
What Is “Sensitive Information”?
The form of consent depends on the sensitivity of the perThe concept of “sensitive information” is important for detersonal information being collected and the purposes for
mining the appropriate form of consent to be obtained and the
which it will be collected, used, or disclosed. Customers
nature of the security to be used to protect the personal inforalso have concerns about data security.
mation. Obtaining the appropriate form of consent, either
The Nature of Consent
explicit or implicit, is the key to compliance with PIPEDA. If
Consent in the privacy context is similar to consent in the
the consent is defective, then all uses of the personal informaformation of contracts. There must be a meeting of the
tion, even if it is properly protected, are a breach of the legisminds with respect to how the personal information will
lation. Further, the choice of inappropriate provisions for
be collected, used, or disclosed. Consumer transactions
security may lead to costly upgrading.
typically involve less sophisticated and more vulnerable
The importance of the concept cannot be over emphaindividuals than commercial transactions. Generally, the
sized. Concerns about the sensitivity of personal health
ability of the vendor to come to a meeting of the minds
information and linking have led to court decisions that
with the consumer using long and complex written terms
have effectively granted “privacy” protection even though
the information was stripped of all identifiable information
and conditions is limited by the difficulty of predicting
in one case28 and the individual was dead in another.29
future developments and the willingness and ability of the
PIPEDA does not define the term “sensitive informaconsumer to comprehend the vendor’s offer.
tion,” noting in ¶4.3.4 of the appended schedule that
While obtaining consent under privacy laws has many of
“[a]lthough some information (for example, medical
the same problems as in the formation of consumer conrecords and income records) is almost always considered to
tracts, the parameters of the variables and policy concerns
be sensitive, any information can be sensitive, depending
are still being developed in this relatively new area of law.
on the context.” The next paragraph specifies that the “reaThis, and perhaps the inherent nature of the concept of prisonable expectations of the individual” are also relevant in
vacy, has led to complaints by business people when their
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obtaining consent. For this reason, it is important to note
that concerns about the sensitivity of different types of
information vary with the culture.
As one example, differences between the attitudes of
Europeans and Americans about the role of government in
their lives exacerbated the negotiations over the Safe
Harbor proposal for American compliance with the E.U.
Data Directive. While Europeans believe that government
has a duty to protect the privacy of its citizens, they object
to questions about political affiliation or ethnicity.
Americans answer these questions routinely, but are sensitive about financial disclosure and have an inherent distrust
of government’s ability to protect their rights.
Those areas that are considered generally sensitive in
Canada may be inferred from an examination of those
rights and values that are specifically protected by law. If
such rights and values have been given special protection,
the collection of information about the exercise of that right
or expression of that value may inhibit the exercise of the
right or the expression of the value. Accordingly, the information may be considered “sensitive” as that term is used
in PIPEDA. For example, to safeguard the freedom to vote
according to one’s own belief or conscience,30 Canada uses
secret ballots. Collecting information on how people actually voted may be considered sensitive and require consent.
Similarly, any collection, use, or disclosure of information concerning the fundamental freedoms identified under
Section 2 of the Canadian Charter of Rights and
Freedoms31 or Section 15(1) will likely be regarded as sensitive. Section 2 enumerates freedom of conscience and
religion; freedom of thought, belief, opinion and expression, including freedom of the press and other media of
communication; freedom of peaceful assembly; and freedom of association. Section 15(1) provides that all people
are equal before the law without discrimination, including
that based on race, national or ethnic origin, color, religion,
sex, age, or mental or physical disability.
Not all the rights provided in the Charter are equally
sensitive. “Sensitivity” is likely to be based on the abilities
of others to use such information to take action harmful to
the interests of the individual. For example, usually the sex
of a person can be determined by simple observation or
inferred from the name and a list of names identifying such
persons as male or female may not be considered particularly sensitive. However, a list of attendees at a local synagogue or mosque, or members of the Catholic Church who
are also active in Campaign Life, would most likely be considered much more sensitive.
Other concerns may arise only if the information is
transferred out of the jurisdiction. In British Columbia, a
union was concerned about outsourcing and obtained an
opinion from a lawyer with the American Civil Liberties
Union regarding the implications of the USA Patriot Act32
on information outsourced to a U.S. business for processing. The primary concern was that the U.S. government
could access the information without the consent or knowledge of the individuals involved. The Office of the

Information and Privacy Commissioner for British
Columbia is now assessing these concerns, 33 and the
Government of British Columbia has made a submission to
the Commissioner stating that it will amend the public sector privacy legislation.34 In the meantime, individuals in
British Columbia are raising concerns regarding other
cross-border transfers of personal information in other contexts such as education.
Generally Sensitive Areas
Initial privacy concerns about the development of the
Internet and e-commerce centered in large part on the use
of cookies35 and online profiling.36 Many consumers now
realize, however, that if properly used, cookies contribute
considerably to an enjoyable online experience. Ordinary
consumer transactions do not cause significant privacy concerns because the information about most people’s preferences is not particularly sensitive. Further, for particularly
desired goods, the development of a profile by the vendor
may actually strengthen the relationship. However, to the
extent that some product is an indication of someone’s
lifestyle choices, health, or religious affiliation, consumers
will have legitimate concerns about the collection of information regarding their purchases.
Personal Health Information
Health information is a complex area when it comes to
privacy concerns. Applying the discussion earlier and in
the side bar on page 103 regarding the concept of sensitivity, medical conditions that reflect lifestyle choices or basic
reproductive abilities and choices are generally considered
quite private and highly sensitive. Some medical conditions
also have stigmas attached because of fear of infection,
associations with class differences or poverty, mental disability, or even aesthetic concerns. Several of these factors
may be associated with a specific medical condition, such
as AIDS, and these can have a multiplier effect that only
heightens sensitivity.
When dealing with human emotional responses, however, it is hard to find a reliable formula. Notwithstanding the
stigma surrounding smoking in North America, a diagnosis
of lung cancer does not seem to be as sensitive a piece of
personal information as a diagnosis of AIDS. But people
suffering from a medical condition are becoming more
aggressive in seeking out information, including Internet
searches, about their condition and possible treatments.37 If
the appropriate degree of care is used in obtaining consent
and protecting the information, a tightly targeted marketing
relationship can be developed.38
Marketing in the health area also raises other concerns
because societies and individuals vary in their acceptance
of market principles in the sector. Canada has a tradition of
publicly funded health care in contrast to the United States
where private funding and a more open market is the norm.
Certainly doctors in the two countries appear to take different approaches to direct-to-consumer (DTC) advertising of
pharmaceuticals. In a survey of 500 physicians, the U.S.
Food and Drug Administration found that American
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doctors reported DTC advertising to be helpful in prompting valuable discussions with their patients.39
The Canadian view was expressed in a 2003 editorial in the
Canadian Medical Association Journal that expressed concern
that patients would not receive a clear and unbiased description
of the use and effects of their medications because of the inherent economic interest of the drug companies.40 The editorial
specifically cited a problem with an asthma medication and the
recommendations of a coroner’s jury that pharmaceutical companies improve their product information.
Lack of trust, particularly in such areas as health, can exacerbate sensitivity concerns to the degree that some individuals
will claim an interest in even their health information even
without personally identifiable data. IMS Health Canada, a
company that collects information about doctors’ prescribing
habits, takes the position that such data are required by patients
to become informed consumers.41 The Canadian Medical
Association and others argue that the anonymized personal
health information of their patients should not be collected
without consent and sold to drug companies to use in advancing their own self-interest in the sale of their products.42
Fundraising for Charities
In British Columbia and Québec, the privacy laws apply to
charitable and nonprofit organizations. The more mainstream
organizations in this group (e.g., a regional, governmentfunded art gallery) should not have particular concerns about
sensitive information beyond those typical of a commercial
enterprise. On the other hand, where an arts group has
expressly associated itself with particular political or social
positions or groups, such as a theater group that presents
plays primarily by or about homosexuals, the information
used in fundraising would have greater sensitivity.
The more interesting question with respect to fundraising is the nature of the consent necessary for transfers of
lists between groups. When lists are traded between organizations that appeal to similar groups, the operative question
becomes whether the degree of similarity is high enough
that an organization may rely upon opt-out or implied consent. When a private school sponsored a run for a charity, a
sponsor’s name and address were collected. When, however, the school then sent school newsletters to the sponsors,
they received a vociferous complaints. The objectives of the
school and the charity were not particularly similar.
On the other hand, a hospital and its foundation obviously have very similar goals, such that most people who
would support one would also support the other.
Accordingly, Ontario’s draft privacy law proposed a modified form of opt-out consent for such organizations.43
Students
The sensitivity of information about students more often
arises from their age and status in society than from the
nature of the information. Generally, concerns over such
information have arisen in the United States, and there is no
evidence of widespread concern in Canada. In the United
States, the Children’s Online Privacy Protection Act
requires websites targeting children under thirteen years of

age to obtain the parent’s consent before collecting, using,
or disclosing personal information. Also in the United
States, certain ancillary provisions of the No Child Left
Behind Act44 came into effect in September 2002, which
allow parents to exclude their children from personal data
collection at school where the information is used for noneducational marketing. Schools must also notify parents of
their right to opt-out. In these situations, linking and secondary marketing purposes would thus appear to make student information more sensitive.
Other Purposes
The intent of this discussion is to highlight general categories of purposes that may heighten sensitivity if included
in the consent. Sensitive areas such as health and certain
beliefs have already been discussed. The best illustration of
how additional purposes can heighten sensitivity is the finding of the federal Privacy Commissioner in the Air Canada
matter.45 Air Canada not only used Aeroplan members’
information for purposes of advertising products and making promotional offers, but it also customized or “tailored”
the members’ purchasing habits.
Although in the Commissioner’s view the practice of using plan
members’ information for purposes of advertising products, services, and special promotions remains unobjectionable in itself, he
was satisfied that a reasonable person would not expect such practice to extend to the “tailoring” of information to the individual’s
potentially sensitive personal or professional interests, uses of or
preferences for certain products and services, and financial status,
without the positive consent of the individual.46

Other practices that may also heighten sensitivity include
linking of information from other transactions and sources,
particularly if from outside the organization; disclosure to
affiliated companies; disclosure to marketing partners; and of
course, the sale of the information itself. Part of the art of
preparing privacy consents is stating the purposes in sufficiently general terms to give the organization flexibility for
the future without becoming so vague as to encompass almost
any activity that the organization might wish to pursue.
Broadening the purposes is likely to increase the sensitivity of
the information and thus require more explicit consent.
An ongoing issue for all privacy consents arises when all
the assets of the company are sold. In the United States,
this issue first arose during the bankruptcy of
Toysmart.com, an Internet educational toy seller, when the
company advertised its list of some 190,000 customers for
sale as one of its key assets. 47 Toysmart’s website had
promised that personal information would never be disclosed to third parties.48 The Federal Trade Commission
and the attorneys general of several states intervened and
eventually the data were destroyed.
Since then, there have been several similar cases, all in
the United States.49 What makes these cases particularly
interesting is that the mergers and acquisitions group of one
major Toronto law firm has collectively taken the position
that transfers of personal information during the sale of a
business are reasonably expected by individuals and, therefore, implied consent is sufficient.
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Security and Access
Generally speaking, Principle 7 of Schedule 1 to PIPEDA
requires that the security measures employed be appropriate to the sensitivity of the personal information stored
rather than the other way around. It can be argued, however,
that where the organization demonstrates that it has strong
security measures in place, and where the accuracy of the
privacy policy and the nature of the uses and disclosures
stated can be easily verified, these factors will influence the
level (explicit or implied) of the consent that is needed.
Certainly, the principle underlying private sector privacy
seal programs such as TRUSTe, BBBOnline, and WebTrust
is that individuals will regard sites displaying these seals as
more trustworthy and better places to do business. The primary concern of marketers will usually be the handling of
information, such as payment data, that is likely to be the
target of identity theft. Technological advances mean that
reasonable security for online payment requires constant
monitoring.
Canada’s first privacy class action was filed in Regina,
Saskatchewan, on February 3, 2003,50 under that province’s
class action law, which came into force January 1, 2002.51
The suit apparently did not rely on PIPEDA as a basis for
liability, and Saskatchewan does not have a private sector
privacy law of general application. It arose out of the loss
of a hard drive containing financial and account information on an estimated one million people, thereby placing
each of them at higher risk of identity theft.
What Is Appropriate Consent?
Unfortunately, there is no formula for identifying the
appropriate level of consent required in a particular context.
The basic principles of contract formation and the cases
regarding tickets, exculpatory clauses, and unconscionability do, however, provide guidance. The quality (or enforceability) of the consent depends upon whether the material
facts were indeed brought to the attention of the individual
and whether the consent can be easily evidenced or must be
inferred from later actions.
Canadians tend to borrow the wording used in the
United States to describe the two basic forms of consent—
opt-in as opposed to opt-out. An opt-in consent requires
some affirmative action, such as a signature or checking off
a box. Lack of response assumes that the individual does
not consent to the proprosed collection, use, or disclosure
of the information. In an opt-out consent, people who do
not respond to the privacy notice are presumed to have consented to its collection, use, and disclosure. The term optout is also used in a separate context to describe the right of
the individual to withdraw the consent initially obtained or
to opt-out at any time.52 Care should be taken to ensure that
the two uses are not confused.
In Canada, the terms set out in Principle 3 of Schedule 1
to PIPEDA 53 are “express” and “implied” consent. To
obtain express consent, the individual generally must take
some action to indicate consent to the specific terms of the
privacy notice. For implied consent, acquiescence with the
terms of the privacy notice must be inferred from the

surrounding circumstances and the subsequent course of
conduct of the individual. While opt-in and opt-out are examples of express and implied consent, respectively, they are not
the only, or even the dominant, forms of either. A common
form of express consent is to have the individual write in the
necessary personal information directly underneath the privacy
notice, such as in a magazine subscription or a contest entry
form. If people do not agree with the terms of the privacy
notice, presumably they would not return the completed form.
In the United States, marketing organizations have
strongly opposed mandated opt-in consent for a variety of
reasons.54 Maintaining that “information is the life blood of
the U.S. economy,”55 they contend that an opt-in system
would increase the cost of doing business. They also posit that
consumers are in fact making informed choices and do not
value their privacy as highly as some privacy advocates would
have us believe. As with the initial debate over cookies and
online profiling, there is an advantage to the consumer in
allowing such collection, and the consumer chooses to accept
some loss of privacy in return for other benefits.
A major test of opt-out consent has been in the effectiveness of the annual privacy notices that financial institutions
must mail to their customers under the Gramm-LeachBliley Act. The privacy notices are overly broad, excessively long, and difficult to read, resulting in considerable criticism.56 One study found that the notices were generally
written at a third-to-fourth-year college reading level
instead of the junior high school level that is recommended
for materials written for the general public.57 Some critics
attribute the problem to an inherent conflict of interest;
financial institutions have an incentive to create confusing
privacy notices and difficult to follow opt-out procedures.58
Canada’s federal Privacy Commissioner has voiced similar concerns, most notably in PIPEDA Case Summary #42,
the Air Canada case: “Opt-out consent is in effect the presumption of consent—the individual is presumed to give
consent unless he or she takes action to negate it. I share the
view that such presumption tends to put the responsibility
on the wrong party.” He went on to say that in future matters under review the opportunities for opt-out consent
would be “limited” and permitted only after consideration
of “due regard both to the sensitivity of the information at
issue and to the reasonable expectations of the individual.”
Since the Air Canada finding, the Privacy
Commissioner’s successor has specified a number of conditions an organization must meet to justify reliance upon the
opt-out form of consent, including:
(1) The personal information must be clearly nonsensitive in nature
and context.
(2) The information-sharing situation must be limited and welldefined as to the nature of the personal information to be used or
disclosed and the extent of the intended use or disclosure.
(3) The organization’s purposes must be limited and well-defined,
stated in a reasonably clear and understandable manner, and
brought to the individual’s attention at the time the personal information is collected.
(4) The organization must establish a convenient procedure for easily,
inexpensively, and immediately opting out of, or withdrawing con-
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sent to, secondary purposes and must notify the individual of this
procedure at the time the personal information is collected.59

Despite the fact that opt-out provisions appear to have
inherent structural problems, implied consent in general is
still available, according to two recent Canadian court decisions. In Marquis v. Journal de Québec,60 the Québec Court
of Appeal considered whether two seventeen-year-old
hockey players had impliedly consented to the publication
of photographs and interview comments about an obscene
video that had been made of a team initiation ceremony.
The action was brought under Article 35 of the Code civil
du Québec61 and Section 5 of La Charte des droits et libertés de la personne, 62 but not under Québec’s Loi du
secteur privée,63 which excludes journalistic activities.

During a ten-minute interview, a journalist took notes and a
photographer took fourteen close-up pictures. After the pictures
and story were published the next day, the young men complained that they had not consented to the interview. the photographs, or the publication. At trial, the judge found that they
had consented to the interview and the taking of photographs
but questioned whether such consent was also implied consent
to publication, stating that “[a]ny waiver to the right to privacy
must be clear, subject to both full disclosure, and the free and
informed consent of the waiving party.”64
The trial judge then found that the students had not measured the consequences of their consent and that, given the
importance of the privacy right, the they had not consented
to the publication.

What Is Public in Toronto May Be Private in Berlin
Cultural background and national origin play a major role in
what information people regard as “sensitive.” This fact is perhaps best illustrated by a brief survey of how countries specify
various types of personal information that must be considered
sensitive and either require more explicit consent for collection,
use, or disclose of this type of personal information or prohibit
its collection altogether.
In brief, many democratic countries regard information about
an individual’s religious, political, or philosophical beliefs as
being sensitive and restrict its collection, use, and disclosure, as
noted below:
United Kingdom:. The U.K.’s Data Protection Act 1998 in
section 2 defines “sensitive personal data” to mean personal data
regarding: (a)the racial or ethnic origin of data subjects; (b)their
political opinions; (c)their religious beliefs; (d)trade union membership (as defined by the Trade Union and Labour Relations
Consolidation Act 1992); (e)their physical or mental health;
(f)their sexual lives; (g)their actual or alleged commission of any
crimes; or (h)the record of any judicial proceedings.
Section 4 of the Data Protection Act 1998 then refers to data
protection principles that are set out in schedules. Schedule 3
applies only to sensitive personal data and requires that the data
subject has given explicit consent to the processing of such data.
Australia: Australia has a similar list of prescribed types of
sensitive information, and Australia includes information about
the individual’s “lifestyle, character, or reputation.” 1
Organizations are prohibited from collecting such information
without consent. There is, however, an exemption for nonprofit
organizations that have only racial, ethnic, political, religious,
philosophical, professional, trade, or trade union aims. These
organizations may collect sensitive information about their
members or other individuals with which they have regular contact if prior to collecting the information the organization commits to the individual that the information will not be disclosed
without the individual’s consent.
Spain: Ley Orgánica 15/1999,2 article 7 sets out what is
“specially protected” data. In this statute, the list is first divided
according to those items, such as ideology, religion, or beliefs,
which are protected under Spain’s Constitution. These require

the highest level of explicit consent. There is then a further
category that includes data that will reveal the ideology, union
affiliation, religion, or beliefs, for which there are certain exceptions for the maintenance of lists by unions, political parties,
churches, and other such groups. Personal information about
racial origin, health, and sexual life can only be collected when,
for reasons of public policy, it is made possible by a law or by
express consent. Finally, the law prohibits creating data files for
the exclusive purpose of revealing the ideology, union
affiliation, religion, beliefs, racial or ethnic origin, or sexual life
of an individual.
France: Loi No. 78–17 du 6 janvier 1978 relative á l’informatique, aux fichiers et aux libertés in article 31 prohibits maintenance of data files that will reveal racial origins, religious,
philosophical, or political opinions, or union affiliations, or
“les moeurs” of individuals without the express agreement of
the individual. The maintenance of membership lists, however,
by groups such as churches, political parties, and unions is
specifically allowed.
Germany: Section 28 of Germany’s Bundesdatenschutzgesetz3 sets out certain conditions for the storage, communication, and use of data for an organization’s own purposes.
Previously some protection was given to sensitive personal
information such as health matters, criminal offenses, administrative offenses, religious or political views, and trade union
status. Effective May 23, 2001, the Bundesdatenschutzgesetz
was amended to include all of the categories of sensitive
information contained in article 8 of the E.U. Data Directive.4
Now the collection of such data must be expressly approved
by the data subject, and its processing requires a prior review
by a data protection official.
Endnote
1. Privacy Amendment (Private Sector) Act 2000, Act No. 155 of
2000, that came into force on December 21, 2001.
2. Ley Orgánica 15/1999, de 13 diciembre, de Protección de Datos de
Carácter Personal.
3. Vom 20.12.1990, BGBI. I S. 2594.
4. Gesetz zur Änderung des Bundesdatenschutzgesetzes und anderer
Gesetze, BGBI vom 22.05.2001 S.904.
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On appeal, the court agreed that there was no express
consent to publication. The appeal court found, however,
that consenting to an interview with the journalists is
implied consent to publication and dissemination.65 With
respect to the additional burden imposed on the journalist by
the trial judge because the individuals were under age, the
Court of Appeal did not find this factor material as the complainants were only months away from the age of majority.
In Thomas v. Robinson,66 to date the most significant
judicial decision concerning PIPEDA, the court was asked
to determine whether PIPEDA applied to a database of life
insurance agents. Insurance companies are required by law
to screen applicant agents and to ensure that agents do in
fact comply with the law. The business in dispute had performed that service for various insurance companies across
Canada, conducting investigations and forwarding the
information to the particular insurance company.
Unknown to the insurance companies and the agents investigated, the business also retained the information in the database to expedite future investigations. The judge ruled that
although most of the database was compiled before PIPEDA
came into effect, PIPEDA applied to the information on individuals collected outside of Ontario. The applicants had consented in writing to the investigation as well as to the use of
subcontractors for that purpose. They also agreed to the relevant insurance company’s keeping a file on an ongoing basis.
There was, however, no express consent to the subcontractor
maintaining a file. The judge found that such consent could be
implied and that the general purpose for the collection and use
of the information had been communicated to the individuals.
He cautioned, however, that “If the information in the database
is to be used in respect of a new application, then documentation supporting that new application should contain notice of
the intention to use the existing information, and should seek
the applicant-agent’s consent.”67
Thomas means that consent given prior to PIPEDA continues to be valid notwithstanding the coming into force of
PIPEDA. The federal Privacy Commissioner has recently
issued a fact sheet providing guidance with respect to dealing with pre-PIPEDA personal information.68
In a number of decisions, the federal Privacy
Commissioner has also identified additional items to be
added to the privacy notice and consent,69 particularly with
respect to secondary marketing. These include:
(1) Make the purposes understandable.
(2) Ensure that the intended uses and disclosures are well-defined in
respect of: the types of information to be used or disclosed; the parties to which the information is to be disclosed; and the purposes for
which information is to be disclosed.
(3) Ensure that the individuals are notified of their opportunity to
withdraw consent and provided with an easy, immediate, and inexpensive means of doing so.
(4) If the service will be offered through a third party, the third
party should be identified.

These are the material elements of any agreement
between the parties for the use of personal information. A
more recent example of what not to do when seeking

consent for marketing purposes can be seen in PIPEDA
Case Summary #244.70
Conclusion
For marketers and advertisers who are prepared to adopt to a
new competitive environment, Canada’s new privacy laws may
turn out to be more of a blessing than a curse. The adoption of
permission-based marketing will open up significant opportunities for more effective and efficient targeting of marketing and
advertising resources, building better relationships, and developing pricing models that more closely reflect the value placed
on the goods by different groups of customers.
In a wide variety of transactions, personal information
and consent should not be that difficult to obtain for normal
marketing purposes. The debate over opt-in consent versus
opt-out consent exaggerates the supposed difficulties.
Finally, the limited evidence available to date indicates that
the courts are prepared to take a reasonable approach to the
use of implied consent.
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